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ICT Security course for UWV

Module 0: Introduction
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Nice to meet you!
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Gabriele Biondo

• Senior penetration tester – more than 200 tests performed

• Former Quint Wellington Redwood, ING, DHL, … deus-ex-

machina.

• Technical editor for eForensics Magazine (and sometimes

also contributor)

• CISSP, CISM, Prince2, COBIT, AgilePM, OPST, ITIL, MoR, 

ISO27001 practitioner and Lead auditor, …

– In other words: acronym collector 
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Gabriele’s Career to date

Developer

System 
Administrator

Project 
Manager

System 
Architect

ICT Security 
Manager
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Interested in security



Tim Uding

• Senior test tool specialist – allround

• Former telecom, government, banks, insurers, ...

• Co-founder HackAmsterdam (HackMiami, HackGotham)

• Volunteer Awesome Retro, retro gaming for everyone!

• Have to start collecting acronyms too 
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Tim’s Career to date

Profiler

Tester

Test 
Automation

Security 
Professional

ICT 
Security 
Manager
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Interested in security



Structure of this course
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Structure of this course

• This course is divided in several modules

• Each module has a theoretical part and a practical part 

in which you will practice the presented theory

• Hands on is a must – theory will be also supported with 

live demo’s

• Try, try and try. And if you don’t understand something, or 

you are curious about something, try.
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Reasons for this course

• This course answers to the need that UWV expressed to 

have their employees fond on several items, called

SSD’s.

• These items are either security best practices or security 

requirements that emerge from UWV’s security policy. 

• From this perspective, taking this course also means

getting a better understanding of UWV security 

requirements as an internal.
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SSDs

• During this course, 31 SSDs will be addressed.

• The order in which they appear here is not strictly following their
natural order, i.e. – one of the last topics we are going to discuss is
SSD1, for instance.

• This depends heavily on the fact that some “basic” requirements
often require a huge quantity of knowledge behind.

• To keep things sufficiently clear to the student, prior to the 
presentation of each topic, the list of impacted SSDs is supplied. 

• Next slide will show the student a typical SSD presentation.

• Obviously, SSD’s may have further impacts!
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SSDnn

• Topic of the SSD

• Further info, if needed
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Module 00 – Course 

presentation
• lecturer and tutor’s presentation

• course structure

• what is ICT Security

• what are the current problems of computer systems and applications

• why there is a need for system security

• how can your company benefit from ICT Security

• how can you benefit from ICT security
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Module 01 – Nothing is secure

• A vulnerable virtual machine will be exploited at several
levels:

– operating systems

– applications

– presentation

• This module is typical of penetration test/ethical hacking
course. 

• It is presented in this course to strengthen the concepts
shown in the previous modules and to illustrate a target that
you will partially reach (i.e. – exploitation of application layer).
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Module 02 – Web application

insecurity
• the history of the web: why web applications nowadays are not

secure

• the HTTP protocol and its limitations

• web application security controls: where do I hack, today?

• cookies

• javascript, fat clients, and client side technologies

• cross site scripting

• ASCII (command/sql) injection
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Module 03 – Web server 

security
• Information leakage and web servers

• Protecting the system layer

• How to prevent ASCII injection

• How to protect fat clients

• Using encryption
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Module 04 – A deeper view

• architectural layers

• system hardening

• log files

• system management

• system sessions

• system and network architectures
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Module 05 – User management

• This module encompasses how design and test modules

for internal and external user authentication; and how to 

handle user sessions.
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Module 06 – Wrap up

• This is the final module. 

• The students will be divided into groups and asked to 

analyze a production machine to find shortcomings in 

configuration at all levels. 

• Students will be asked to produce the design of a simple

architecture, along with the processes required to 

securely manage it
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WiifM?

• WiifM: What’s in it for Me?

• Security is a “big thing” nowadays

• These are the basis for Penetration Testing related

certifications

• Some of the concepts presented here come handy when

preparing CISSP/CISM
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ICT Security course for UWV

Module 0: Basic concepts of ICT 

Security
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SSD15

• Separation of Presentation, Application and Data layers

• Through the presentation layer, the application layer and 

the data separate from each other prevent that an 

attacker who has managed to gain access to the 

presentation layer (the door) access has no equal

access to the data. 

• On systems in the DMZ only the presentation layer is

present, the data resides on systems outside the DMZ.
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Preliminary notes

• During this course, we are always talking about systems

in which the presentation layer is separated from the 

business logic and the data.

• This choice is a widely accepted one, in IT Architectures, 

since it allows for a modular approach to services, it

improves security, and makes the whole management 

process easier.
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Typical three-layers architecture
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The DMZ

• In computer security, a DMZ or Demilitarized Zone is a 
physical or logical subnetwork that contains and exposes an 
organization's external-facing services to a larger and 
untrusted network, usually the Internet. 

• The purpose of a DMZ is to add an additional layer of security 
to an organization's LAN; an external attacker only has direct
access to equipment in the DMZ, rather than any other part of 
the network. 

• The name is derived from the term "demilitarized zone", an 
area between nation states in which military operation is not
permitted.
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Typical DMZ architectures
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DMZ in detail
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Why this topic

• It is important to introduce the concept of ICT security in 
broad terms for several reasons:

– All the well-established frameworks rely on it
(ITIL, for starters)

– To give a context to technical activities

– To help communications between technical
people and business
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ICT Security

• In literature, Information security is defined as the convergence of 
three main properties of information:

– CONFIDENTIALITY

– INTEGRITY

– AVAILABILITY

• Some authors add other properties, such as accountability, 
identification, privacy, …

• We stick to the venerable “CIA Triad”.
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Confidentiality

• In terms of security, we speak of confidentiality to refer

to the fact that a piece of information is accessible only

to the people that have the right to access it.

• Some pieces of information need to be secreted, in order

for “things to work”. Just think what would happen if the 

annual salaries of a company would be publicly available

within the organization itself!

• The “need to know” principle
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Integrity

• Integrity is the property that states that a piece of 
information is what you expect it to be. 

• Often taken for granted, this property is likely the most
relevant one. Just think what could happen if your blood
analyses reported corrupted values.

• Another, more formal, way to define integrity is the fact
that information is modified only by predictable entities
(people, but also processes) using predictable tools (say, 
a db is modified only by using a given interface) in a 
predictable way.
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Availability

• The term availability is used exactly in its literal

meaning. 

• Information need to be available, accessible by 

authorized people, when they need it.

• Availability is the object of study of several branches of 

IT – just think about capacity management and 

performance management!
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Exercise

Name the most relevant threats to 

Confidentiality, Integrity and Availability.
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Main threats to the CIA triad
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Exercise

Component Most delicate 

process (r,w)

Main focus Example of 

threat

Confidentiality

Integrity

Availability
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Exercise

Component Most delicate 

process (r,w)

Main focus Example of 

threat

Confidentiality read interfaces eavesdropping

Integrity write information media corruption

Availability read, write whole

infrastructure

DoS
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SSD13

• Indisputability – non-repudiability

• The correct registration of critical operations ensures that

activities can be traced back to the person who

performed it. Around processing of personal existence

here legal obligations.

• All critical operations must be logged including

timestamp and user id
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Non-repudiation

• Non repudiation (non-repudiability, or indisputability) has

several security-related aspects:

– A service that provides proof of the integrity and origin of data 

(Proof of data integrity).

– An authentication that can be asserted to be genuine with high 

assurance.

• We will go further deep into this after we speak about

encryption
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ICT Security

• It is almost impossible to define properly ICT Security in one sentence.

• Saying that it is granted by the convergence of CIA triad factors is not sufficient:

– Data must be protected

– Processes built around data must be protected

– Structures and in which information reside must be protected

– Infrastructures in which information live must be protected

– Information’s lifecicle must be protected, from creation to 
disposal

– People using information must be protected

– …

• For sure, there is a lot to say, and a lot to do! But the result of this effort is a 
more valuable environment.
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The need for a security strategy

• The intrinsic complexity of security makes vital to have a 
strategy behind.

• Security is not a product: buying the latest firewall or 
antivirus will not grant you security.

• Security is not a project: I’m often called to “secure an 
environment”, just to come back after some time and see
that all the efforts previously done are vanished.

• Security is an ongoing process! 
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ICT Security – Benefits for the 

company
• Data loss can prove to be very disastrous to companies, as

they will not only lose their customers' trust but may also face 
a possible lawsuit.

• Another problem that a company may face due to a security 
breach is the loss of its own confidential data. This may
include trade secrets, recent research or blueprints of 
products to be developed

• By providing adequate information security the company will
be able to maintain the trust of its customers.

• Computer security in businesses allows the preservation of 
the business assets of sensitive data.
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Other advantages

• The advantage for users is the ability to safely perform

the procedures that expose them to risk their sensitive 

data.
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NIST SP 800-27

• This Special Publication gives some interesting

principles to discuss. The whole publication is available

at

http://csrc.nist.gov/publications/nistpubs/800-

27A/SP800-27-RevA.pdf

• We are going to skim through it. If something triggers

your attention, please, feel free to ask.
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SSD8

• Implement least privilege

• Applying the Principle of Least Privilege means that the 

rights of users (or processes acting on behalf of users) 

are limited to the minimum set of rights that are 

necessary to perform the tasks identified.
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Least privilege principle

• The principle means giving a user account only those

privileges which are essential to that user's work. 

– For example, a backup user does not need to install software: 

hence, the backup user has rights only to run backup and 

backup-related applications. Any other privileges, such as

installing new software, are blocked.

• Benefits include:

– Better system stability

– Better system security

– Ease of deployment
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Need-to-know principle

• The discretionary access control mechanisms of some 

operating systems can be used to enforce need to know. 

• In this case, the owner of a file determines whether

another person should have access. 

• Need to know is often concurrently applied with 

mandatory access control schemes, in which the lack of 

an official approval (such as a clearance) may absolutely

prohibit a person from accessing the information. 
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SSD7

• Segregation of duties

• Segregation of duties limits the possibility of abuse/fraud

and adds additional checks to ensure the integrity of 

processing.
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Segregation of duties

• Separation of duties (SoD) is the concept of having more than
one person required to complete a task. 

• In business the separation by sharing of more than one
individual in one single task is an internal control intended to 
prevent fraud and error.

• “Separation of duty, as a security principle, has as its primary
objective the prevention of fraud and errors. This objective is
achieved by disseminating the tasks and associated privileges
for a specific business process among multiple users. This
principle is demonstrated in the traditional example of 
separation of duty found in the requirement of two signatures
on a cheque.” R. A. Botha and J. H. P. Eloff in the IBM Systems Journal
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Segregation of duties -

principles
• sequential separation (two signatures principle)

• individual separation (four eyes principle)

• spatial separation (separate action in separate locations)

• factorial separation (several factors contribute to 

completion)
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Principles (1)

• Establish a sound security policy as the “foundation” for 
design.

• Treat security as an integral part of the overall system design.

• Clearly delineate the physical and logical security boundaries
governed by associated security policies.

• Ensure that developers are trained in how to develop secure
software.

• Reduce risk to an acceptable level.
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Principles (2)

• Assume that external systems are insecure.

• Identify potential trade-offs between reducing risk and 
increased costs and decrease in other aspects of operational
effectiveness.

• Implement tailored system security measures to meet
organizational security goals.

• Protect information while being processed, in transit, and in 
storage.

• Consider custom products to achieve adequate security.
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Principles (3)

• Protect against all likely classes of “attacks.”

• Where possible, base security on open standards for 
portability and interoperability.

• Use common language in developing security requirements.

• Design security to allow for regular adoption of new 
technology, including a secure and logical technology upgrade 
process.

• Implement layered security (Ensure no single point of 
vulerability).
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Principles (4)

• Design and operate an IT system to limit damage and to be 
resilient in response.

• Limit or contain vulnerabilities.

• Isolate public access systems from mission critical resources
(e.g., data, processes, etc.).

• Use boundary mechanisms to separate computing systems
and network infrastructures.

• Design and implement audit mechanisms to detect
unauthorized use and to support incident investigations.
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Principles (5)

• Develop and exercise contingency or disaster recovery

procedures to ensure appropriate availability.

• Strive for simplicity

• Minimize the system elements to be trusted.

• Implement least privilege.

• Do not implement unnecessary security mechanisms.
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Principles (6)

• Ensure proper security in the shutdown or disposal of a system.

• Identify and prevent common errors and vulnerabilities.

• Implement security through a combination of measures distributed
physically and logically

• Formulate security measures to address multiple overlapping
information domains

• Authenticate users and processes to ensure appropriate access
control decisions both within and across domains

• Use unique identities to ensure accountability.
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Various SSD

• Next slides partially cover SSD7 and 8, and lay the 

ground for SSD5 and 6

• These concepts will be taken again under analysis on 

module 5.
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User management

• User management starts with employee (consultant, 

third party,…) intake

• User management dictates account management

• Users that need corporate accounts need to abide to the 

least-privilege principle
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User management: workflow

Intake
• Opening 

accounts

• Giving
organizational
assets

Operations

• Maintaining
accounts

• Upgrading
accounts

• Downgrading
accounts

Dismission

• Freezing
accounts

• Claiming back 
organizational
assets
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The process of accessing a 

computer system
• The process of “using” a computer system may be 

broken down in three different stages:

– Authentication

– Authorization

– Accounting
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Authentication

• “Authentication refers to the process where an entity's

identity is authenticated, typically by providing evidence

that it holds a specific digital identity such as an identifier

and the corresponding credentials. Examples of types of 

credentials are passwords, one-time tokens, digital

certificates, digital signatures and phone numbers

(calling/called).”

• With the authentication, a computer system proves that

the user is who he/she claims to be
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Authorization

• “The authorization function determines whether a particular
entity is authorized to perform a given activity, typically
inherited from authentication when logging on to an 
application or service. […] 

• Typical authorization in everyday computer life is, for 
example, granting read access to a specific file for a specific
authenticated user. […]

• Examples of types of service include, but are not limited to: ip
address filtering, address assignment, route assignment, 
quality of Service/differential services, bandwidth control/traffic
management, compulsory tunneling to a specific endpoint, 
and encryption.”
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Accounting

• “Accounting refers to the tracking of network resource

consumption by users for the purpose of capacity and 

trend analysis, cost allocation, billing. In addition, it may

record events such as authentication and authorization

failures, and include auditing functionality, which permits

verifying the correctness of procedures carried out based

on accounting data.”
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AAA

Access 
attempt

•The user tries to 
access, supplying its
credentials

Authentication
•Are you who
you claim you
are?

Authorization

•You have
proven to be 
who you claim, 
this is what you
can do

Accounting
•Now you are 
subjected to our
accountability
rules
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SSD5

• The identity of a remote user (jobseeker and employer) 

is determined by using a proven, UWV previously

indicated (mutual) identification and authentication

mechanism.
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SSD6

• The identity of an internal user is determined using a 

proven, designated by the UWV, identification an 

authentication mechanism.
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Authentication mechanism

• What previously stated implies authentication

mechanisms.

• An authentication mechanism is a part of an information 

system performing authentication

66



Exercise

Name three different authentication

mechanisms you encounter on a daily

basis.

Justify the answer, and judge their

overall strength.
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Typical authentication

mechanisms
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Typical authentication

mechanisms
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Typical authentication

mechanisms
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Typical authentication

mechanisms

71



Typical authentication

mechanisms
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Typical authentication

mechanisms
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Typical authentication

mechanisms

• Based on:

– Something you know (password)

– Something you do (signature)

– Something you have (token)

– Something you are (biometrics)
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Exercise

What is the authentication mechanism

used by UWV for internals?

Justify the answer.
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Exercise

What is the authentication mechanism

used by UWV for third parties?

Justify the answer.
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Conclusions

• Sounds common sense, isn’t it?

• … and actually it is all about common sense. 

• Nevertheless, in a security expert’s career, these

common sense rules are broken countless times by 

malpractices
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Exercise

Do all the previously discussed

principles, taken altogether, grant a 

perfect security?

Justify the answer.
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Answer to the exercise

• The answer should be, as always, yes and no.

– Yes, because if you are able to develop such a 

thorough program, then you also have the 

resources to build secure processes, projects, 

procedures, and to grant employees the required

education

– No because there is always some unpredictable

factor that disrupts even the best security plan
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Pragmatical principles

• A chain is as solid as its weakest link. The same goes for 

security: a system/service/platform/application is as

secure as its weakest component.

• PSBCAK: Problem Stands Between Chair And 

Keyboard. Keep in mind that Humans are always the 

weakest component of a security plan

• Security is inversely proportional to the number of 

changes:

80 
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Exercise

What is the best way to assess a 

platform’s security?

Justify the answer.
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Thinking like an attacker!
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Exercise

83

With regards to the 

image on the right, 

where would you

envision security 

problems?



Answer to the exercise

• You may have security problems EVERYWHERE in the previous
architecture:

– The database server may be prone to vulnerabilities

– The database server may be misconfigured, allowing
undue access

– The connection between the presentation layer and 
the data layer may not be secure

– The hypertext preprocessor and the web server may
be prone to vulnerabilities, and/or misconfigured

– The web application may be prone to vulnerabilities

– …
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Creation…

• How does a developer think when presented with a 

request?

• How does a system architect think when presented with 

a request?

• How does a sysadmin/dba/network admin work when

presented with a request?
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Developers’ view

• Developers tend to analyse the problem, create a 

solution encompassing all possible cases

• Some tasks:

– Managing input

– Managing “weird” or otherwise unusual cases

– Coding at the best of their skills (hopefully)

– Using the latest libraries/reusing code
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Infra’s view

• Architects apply well tested methodologies to develop

systems that are both stable and performing:

– Lower risks to an acceptable level

• DR

• HA

• Backups…

• Data custodians need to implement what architects decided.

– Follow ITIL or other well known frameworks

– Often document what they do

– …
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… Destruction!

• If all of the above is involved in creation and deployment of 
systems and services, what is involved in their compromisal, 
instead?

– All of the above, plus
• Trying all that hasn’t been envisioned

– Strange input

– Strange workflows

• Leveraging system vulnerabilities

• Leveraging human vulnerabilities

• Gathering information

• …
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What’s all about

• To be an effective security tester you need to know how to 
build systems and applications.

– In-depth knowledge is not mandatory, but it is a 
plus

– The tester needs to figure out how the system is
built before testing

– The tester needs to correlate all found information

– Especially, the tester needs to imagine what
developers and system architect did not take in 
consideration in the design phase.

– No worries, anyways. You’ll learn!
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Overall current situation
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Systems

• Systems need to be kept in good account, when testing

security, since a vulnerability at a system level

compromises the security posture of the whole service, 

and, possibily, even of other systems and services.

• Maturity of systems has noticeably grown since when I 

started (2003), nevertheless, on a daily basis, new 

vulnerabilities appear on the wild.
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Exercise

Suppose you compromised a system, so 

you gained access.

What would your first steps be?

Justify the answer.
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Middleware

• In general, we are referring to middleware meaning web 

servers, application servers, hypertext preprocessors, 

database servers, and so on.

• The security of these components is not less important

than systems’: escalation of privileges can often be 

leveraged to ‘pwn the box’!

• Vulnerabilities on the wild appear daily…
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Exercise

Suppose you compromised a Tomcat

Application server running on a linux

box, that allows you to download all files

it has visibility on.

What would your first steps be?

Justify the answer.
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Web applications

• Complex web applications started appearing few years

ago and, currently, several complex ones are available.

• Very often based on a multi-layer design, these allow to 

perform different tasks: from home banking to recording

your working hours, there is a wide range of possibilities

offered by such objects.
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Exercise

Where do you find vulnerabilities for the 

home banking service you leverage?

Justify the answer.
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Exercise

System, Middleware and Apps.

What would you attack first?

Justify the answer.
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Exercise

What is easier to exploit, in your opinion: 

systems, middleware or apps?

Justify the answer.

98



99

End of Module 0



ICT Security course for UWV

Module 01: Nothing is secure
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SSD1

• Systems should hardened and be up-to-date
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Good practices: system

hardening
• System hardening is the process of securing a system

by reducing its surface of vulnerability. 

• A system has a larger vulnerability surface the more 

functions it fulfills; in principle a single-function system is

more secure than a multipurpose one. 

• Reducing available vectors of attack typically includes

the removal of unnecessary software, unnecessary

usernames or logins and the disabling or removal of 

unnecessary services.
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Hardening golden rules

What is not there, cannot be broken!
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Exercise

On day X, a new vulnerability has been
found for the server you use in a critical

service you deliver.

On day X+1 a patch is released.

What would you do? 

Justify the answer
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System hardening – main tasks

• Disable unneeded services

• Disable ‘in-clear’ services

• Disable remote logins, whenever possible

• Disable admin/root logins from remote; use sudo instead

• Remove default application banners, replace with generic ones

• Leverage NIDS whenever possible

• Put logs in remote hosts

• Remove unused accounts

• Use constrained interfaces whenever possible

• Test and apply patches ASAP

• Update kernels whenever applicable

• Implement account management in strict liason with HR

• Use encryption whenever possible

• …
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System hardening resources

• https://security.berkeley.edu/node/143?destination=node/

143

• http://www.cyberciti.biz/tips/linux-security.html

• https://wikis.utexas.edu/display/ISO/Operating+System+

Hardening+Checklists
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SSD4

• Data Encryption
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Why encryption

• Talking about security requires talking, at least at a high 

level, about encryption

• Encryption is what grants that your bookings, your email, 

your bank accounts, etc… are kept confidential

• Encryption is a very complex topic, and would require a 

course by itself.
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What is encryption

• Encryption is the process of encoding messages (or 

information) in such a way that only authorized parties 

can read it.

• In an encryption scheme, the message or information 

(referred to as plaintext) is encrypted using an encryption

algorithm, turning it into an unreadable ciphertext. This is

usually done with the use of an encryption key, which

specifies how the message is to be encoded.
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Symmetric key encryption
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Asymmetric encryption
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Encryption in real life

Where do you see encryption the most often?
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A practical application: https!

• Hypertext Transfer Protocol Secure (HTTPS) is a 
communications protocol for secure communication over a 
computer network, with especially wide deployment on the 
Internet. 

• Technically, it is not a protocol in and of itself; rather, it is the 
result of simply layering the Hypertext Transfer Protocol
(HTTP) on top of the SSL/TLS protocol, thus adding the 
security capabilities of SSL/TLS to standard HTTP 
communications.

• The security of HTTPS is therefore that of the underlying TLS, 
which uses long term public and secret keys to exchange a 
short term session key to encrypt the data flow between client 
and server.
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https and ISO/OSI
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Usual TCP/IP handshake
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TLS/SSL Handshake
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Key concepts

• SSL version

• Chosen algorithm

• Key length

• Certificates
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Encryption example
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What does it mean?

• Encryption (in our case, we just generated hashes), 

grants both confidentiality and integrity of information

• If something is changed in the cyphertext, trying to 

decrypt it leads to corrupted information  garbage!
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But how does encryption work?

• Explaining the math beneath encryption is, by its nature, 

very complicated. 

• It is based on NP-hard problems, such as primality.

• Analytic number theory background is required!

• By the very moment, think that encryption works on the 

basis of non-invertible functions (aka trapdoor

functions).
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Would this still be possible?

121



Recap

• To date, we have seen some interesting security 

controls. 

• For sure there are many others (Exercise: name some 

security control)

• But… Are we secure? Can you say “we are not going to 

be hacked”?
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Hands on!

• The remaining part of this module is a hands on 

exercise.

• We will do, together, some system hacking.

• Exercise: describe the methodology you adopt.
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End of Module 1



ICT Security course for UWV

Module 02: Web Application Insecurity
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Module 02 – Web application

insecurity
• the history of the web: why web applications nowadays are not

secure

• the HTTP protocol and its limitations

• web application security controls: where do I hack, today?

• cookies

• javascript, fat clients, and client side technologies

• cross site scripting

• ASCII (command/sql) injection
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History of the Internet

Web applications’ evolution
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In the beginning

• In the early days of the Internet, the World Wide Web consisted only of 
web sites. 

• These were essentially information repositories containing static
documents.

• Web browsers were invented as a means of retrieving and displaying
those documents.

• The flow of interesting information was one-way, from server to browser. 

• Most sites did not authenticate users, because there was no need to. 

• Each user was treated in the same way and was presented with the 
same information
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Exercise

What were, in your opinion, the security 

issues that affected the World Wide Web 

by that time?

Justify the answer.
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Security issues of those times

• If an attacker compromised a web server, he usually

would not gain access to any sensitive information, 

because the information held on the server was already

open to public view. 

• Rather, an attacker typically would modify the files on the 

server to deface the web site’s contents or use the 

server’s storage and bandwidth to distribute “warez.”
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But now…
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But now…
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But now…
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But now…
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But now…
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Today

• World Wide Web is almost unrecognizable from its earlier

form.

• The majority of sites on the web are in fact applications.

• They are highly functional and rely on two-way flow of 

information between the server and browser. 

• They support registration and login, financial transactions, 

search, and the authoring of content by users. The content

presented to users is generated dynamically on the fly and is

often tailored to each specific user. 
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Security Implications

• Much of the information processed is private and highly sensitive. 
Security, therefore, is a big issue. No one wants to use a web 
application if he believes his information will be disclosed to 
unauthorized parties. 

• Each application is different and may contain unique vulnerabilities. 

• Most applications are developed in-house; many by developers who
have only a partial understanding of the security problems that may
arise in the code they are producing. 

• To deliver their core functionality, web applications normally require
connectivity to internal computer systems that contain highly
sensitive data and that can perform powerful business functions. 
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Security Implications (2)

• Twenty years ago, if you wanted to make a funds 

transfer, you visited your bank, and the teller performed

the transfer for you; today, you can visit a web 

application and perform the transfer yourself. 

• An attacker who compromises a web application may be 

able to steal personal information, carry out financial

fraud, and perform malicious actions against other users. 
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Common webapp functions

• Shopping (Amazon)

• Social networking (Facebook) 

• Banking (ABN Amro)

• Web search (Google)

• Auctions (eBay)

• Gambling (Betfair)

• Web logs (Blogger)

• Web mail (Gmail)

• Interactive information (Wikipedia) 
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Common webapps business 

functions
• HR applications allowing users to access payroll information, 

give and receive performance feedback, and manage
recruitment and disciplinary procedures. 

• Administrative interfaces to key infrastructure such as web 
and mail servers, user workstations, and virtual machine 
administration. 

• Collaboration software used for sharing documents, managing
workflow and projects, and tracking issues. These types of 
functionality often involve critical security and governance
issues, and organizations often rely completely on the 
controls built into their web applications. 
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Common webapps business 

functions (2)
• Business applications such as enterprise resource planning 

(ERP) software, which previously were accessed using a 
proprietary thick-client application, can now be accessed
using a web browser. 

• Software services such as e-mail, which originally required a 
separate e-mail client, can now be accessed via web 
interfaces such as Outlook Web Access. 

• Traditional desktop office applications such as word 
processors and spreadsheets have been migrated to web 
applications through services such as Google Apps and 
Microsoft Office Live. 
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Webapps benefits

• HTTP, the core communications protocol used to access the 
World Wide Web, is lightweight and connectionless. This
provides resilience in the event of communication errors and 
avoids the need for the server to hold open a network 
connection to every user, as was the case in many legacy
client/server applications. HTTP can also be proxied and 
tunneled over other protocols, allowing for secure
communication in any network configuration. 

• Every web user already has a browser installed on his
computer and mobile device. Web applications deploy their
user interface dynamically to the browser, avoiding the need
to distribute and manage separate client software, as was the 
case with pre-web applications. Changes to the interface
need to be implemented only once, on the server, and take 
effect immediately. 
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Webapps benefits (2)

• Today’s browsers are highly functional, enabling rich and 

satisfying user interfaces to be built. Web interfaces use 

standard navigational and input controls that are 

immediately familiar to users, avoiding the need to learn

how each individual application functions. Client-side 

scripting enables applications to push part of their

processing to the client side, and browsers’ capabilities

can be extended in arbitrary ways using browser 

extension technologies where necessary. 
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Webapps benefits (3)

• The core technologies and languages used to develop

web applications are relatively simple. A wide range of 

platforms and development tools are available to 

facilitate the development of powerful applications by 

relative beginners, and a large quantity of open source 

code and other resources is available for incorporation

into custom-built applications. 
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Some buzzwords you may have

heard
• Broken authentication

• Broken access control

• SQL injection

• Cross site scripting

• Information leakage

• Cross site request forgery
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Exercise

What is, in your opinion, the “core 

problem” with web applications?

Justify the answer.
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The core problem is

• The core problem is that users can submit arbitrary input:

– the client is outside of the application’s control 

– application must assume that all input is

potentially malicious

• Users can interfere with any piece of data transmitted

between the client and the server, including request

parameters, cookies, and HTTP headers.

– Any security controls implemented on the client 

side, such as input validation checks, can be 

easily circumvented. 
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The core problem is (2)

• Users can send requests in any sequence and can submit
parameters at a different stage than the application expects, 
more than once, or not at all. 

• Any assumption developers make about how users will
interact with the application may be violated. 

• Users are not restricted to using only a web browser to 
access the application. 

– Numerous widely available tools operate 
alongside, or independently of, a browser to help 
attack web applications. 
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Key problem factors

• Underdeveloped Security Awareness

• Custom development

• Deceptive development simplicity

• Rapidly evolving threat profile

• Resource and time constraints

• Overextended technologies

• Increasing demands on functionality
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Web application technologies

Current State of the Art
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SSD’s addressed in this part

• SSD2 – secure cookies

• SSD3 – secure 'mobile code' (ActiveX, Applets, Flash, etc)

• SSD18 – HTTP validation

• SSD19 – Input normalization

• SSD 20 – Coding dynamic parts

• SSD21 – Parametrized queries

• SSD22 – Input validation

• SSD23 – File includes

• SSD24 – Constraints on sent headers

• SSD26 – HTTP methods

• SSD29 – Directory listing (partial)
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What does it happen when you

issue a http query?
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More in detail…

The user issues a 
request on the 

browser

The browser 
translates such a 

request into a 
HTTP request

The HTTP request is
sent to the web 

server

If the web server 
resolves the 

request, it sends
back a response

The response is
received from the 

browser

The browser renders
the response and 
presents it to the 

user
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A simple HTTP request
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Opens an interactive text 

connection

Specifies what to do (GET) which resource

(index.html) and which protocol (HTTP/1.1)
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The response
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The HTTP protocol

• Hypertext transfer protocol (HTTP) is the core 
communications protocol used to access the World Wide 
Web and is used by all of today’s web applications. 

• It is a simple protocol that was originally developed for 
retrieving static text-based resources. 

• The protocol is essentially connectionless: although
HTTP uses the stateful TCP protocol as its transport
mechanism, each exchange of request and response is
an autonomous transaction and may use a different TCP 
connection. 
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Dissection of an HTTP request

(1)
• All HTTP messages (requests and responses) consist of 

one or more headers, each on a separate line, followed

by a mandatory blank line, followed by an optional 

message body. 
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Dissection of an HTTP request

(1)
• All HTTP messages (requests and responses) consist of 

one or more headers, each on a separate line, followed

by a mandatory blank line, followed by an optional 

message body. 

158



Dissection of an HTTP request

(2)
GET /auth/2790/something.ashx?uid=987 HTTP/1.1 

Accept: application/x-ms-application, image/jpeg, 

application/xaml+xml, image/gif, image/pjpeg, application/x-ms-

xbap, application/x-shockwave- flash, */* 

Referer: https://somehost.com/auth/488/Home.ashx

Accept-Language: en-GB 

User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1; 

WOW64; Trident/4.0; SLCC2; .NET CLR 2.0.50727; .NET CLR 

3.5.30729; .NET CLR 3.0.30729; .NET4.0C; InfoPath.3; .NET4.0E; 

FDM; .NET CLR 1.1.4322) 

Accept-Encoding: gzip, deflate

Host: somehost.com

Connection: Keep-Alive

Cookie: SessionId=5B70C71F3FD4968935CDB6682E545476
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Dissection of an HTTP request

(2)
GET /auth/2790/something.ashx?uid=987 HTTP/1.1 

Accept: application/x-ms-application, image/jpeg, 

application/xaml+xml, image/gif, image/pjpeg, application/x-ms-

xbap, application/x-shockwave- flash, */* 

Referer: https://somehost.com/auth/488/Home.ashx

Accept-Language: en-GB 

User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1; 

WOW64; Trident/4.0; SLCC2; .NET CLR 2.0.50727; .NET CLR 

3.5.30729; .NET CLR 3.0.30729; .NET4.0C; InfoPath.3; .NET4.0E; 

FDM; .NET CLR 1.1.4322) 

Accept-Encoding: gzip, deflate

Host: somehost.com

Connection: Keep-Alive

Cookie: SessionId=5B70C71F3FD4968935CDB6682E545476
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Dissection of an HTTP request

(3)
GET /auth/2790/something.ashx?uid=987 HTTP/1.1 

Accept: application/x-ms-application, image/jpeg, 

application/xaml+xml, image/gif, image/pjpeg, application/x-ms-

xbap, application/x-shockwave- flash, */* 

Referer: https://somehost.com/auth/488/Home.ashx

Accept-Language: en-GB 

User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1; 

WOW64; Trident/4.0; SLCC2; .NET CLR 2.0.50727; .NET CLR 

3.5.30729; .NET CLR 3.0.30729; .NET4.0C; InfoPath.3; .NET4.0E; 

FDM; .NET CLR 1.1.4322) 

Accept-Encoding: gzip, deflate

Host: somehost.com

Connection: Keep-Alive

Cookie: SessionId=5B70C71F3FD4968935CDB6682E545476
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Dissection of an HTTP request

(4)
GET /auth/2790/something.ashx?uid=987 HTTP/1.1 

Accept: application/x-ms-application, image/jpeg, 

application/xaml+xml, image/gif, image/pjpeg, application/x-ms-

xbap, application/x-shockwave- flash, */* 

Referer: https://somehost.com/auth/488/Home.ashx

Accept-Language: en-GB 

User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1; 

WOW64; Trident/4.0; SLCC2; .NET CLR 2.0.50727; .NET CLR 

3.5.30729; .NET CLR 3.0.30729; .NET4.0C; InfoPath.3; .NET4.0E; 

FDM; .NET CLR 1.1.4322) 

Accept-Encoding: gzip, deflate

Host: somehost.com

Connection: Keep-Alive

Cookie: SessionId=5B70C71F3FD4968935CDB6682E545476
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Dissection of an HTTP request

(5)
GET /auth/2790/something.ashx?uid=987 HTTP/1.1 

Accept: application/x-ms-application, image/jpeg, 

application/xaml+xml, image/gif, image/pjpeg, application/x-ms-

xbap, application/x-shockwave- flash, */* 

Referer: https://somehost.com/auth/488/Home.ashx

Accept-Language: en-GB 

User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1; 

WOW64; Trident/4.0; SLCC2; .NET CLR 2.0.50727; .NET CLR 

3.5.30729; .NET CLR 3.0.30729; .NET4.0C; InfoPath.3; .NET4.0E; 

FDM; .NET CLR 1.1.4322) 

Accept-Encoding: gzip, deflate

Host: somehost.com

Connection: Keep-Alive

Cookie: SessionId=5B70C71F3FD4968935CDB6682E545476
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Dissection of an HTTP request

(6)
GET /auth/2790/something.ashx?uid=987 HTTP/1.1 

Accept: application/x-ms-application, image/jpeg, 

application/xaml+xml, image/gif, image/pjpeg, application/x-ms-

xbap, application/x-shockwave- flash, */* 

Referer: https://somehost.com/auth/488/Home.ashx

Accept-Language: en-GB 

User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1; 

WOW64; Trident/4.0; SLCC2; .NET CLR 2.0.50727; .NET CLR 

3.5.30729; .NET CLR 3.0.30729; .NET4.0C; InfoPath.3; .NET4.0E; 

FDM; .NET CLR 1.1.4322) 

Accept-Encoding: gzip, deflate

Host: somehost.com

Connection: Keep-Alive

Cookie: SessionId=5B70C71F3FD4968935CDB6682E545476
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So, what does this all mean?

• Verb: indicates the HTTP method. We are going to see
this topic more in detail later.

• URL/Resource: notice that query strings are reported
here as well.

• HTTP Version being used - in version 1.1 the Host 
request header is mandatory.

• Referer header is used to indicate the URL from which
the request originated (please, note the mispell!)
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So, what does this all mean (2)

• The User-Agent header is used to provide information about
the browser or other client software that generated the 
request. Note that most browsers include the Mozilla prefix for 
historical reasons.

• The Host header specifies the hostname that appeared in the 
full URL being accessed. This is necessary when multiple 
websites are hosted on the same server, because the URL 
sent in the first line of the request usu- ally does not contain a 
hostname. 

• The Cookie header is used to submit additional parameters
that the server has issued to the client (we’ll come back on 
this later)
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A typical HTTP response

HTTP/1.1 200 OK 

Date: Sun, 19 Jan 2014 09:23:32 GMT 

Server: Microsoft-IIS/6.0 X-Powered-By: ASP.NET 

Set-Cookie: tracking=tI8rk7joMx44S2Uu85nSWc 

X-AspNet-Version: 2.0.50727 

Cache-Control: no-cache 

Pragma: no-cache 

Expires: Thu, 01 Jan 1970 00:00:00 GMT 

Content-Type: text/html; charset=utf-8

Content-Length: 1067 

<!DOCTYPE html PUBLIC “-//W3C//DTD XHTML 1.0 Transitional//EN” 

“http:// www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd”><html 

xmlns=”http:// www.w3.org/1999/xhtml” ><head><title>Your 

details</title> 
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Exercise

Interpret the HTTP response
(hint: it is as you expect it to be)
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HTTP verbs (methods)

• The HTTP method specify how a HTTP transaction

works.

• You are very likely to see only GET and POST methods, 

but you need to be aware of the various methods and 

the differences.

• Most frequent methods are:

– GET, POST, HEAD, OPTIONS, TRACE, PUT
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GET

• Designed to retrieve resources. 

• Can be used to send parameters to the requested resource in the URL 
query string. 

• Users may bookmark a URL for a dynamic resource that they can 
reuse/other users can retrieve the equivalent resource. 

• URLs are displayed on-screen and are logged in various places
(browser history, web server’s access logs…)

• Also transmitted in the Referer header to other sites when external links
are followed. 

• The query string should NEVER be used to transmit any sensitive 
information.
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POST

• Designed to perform actions. 

• Request parameters can be sent both in the URL query
string and in the body of the message.

• The URL can still be bookmarked, any parameters sent
in the message body will be excluded from the 
bookmark.

• Parameters will also be excluded from the various
locations in which logs of URLs are main- tained and 
from the Referer header.
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HEAD

• HEAD functions in the same way as a GET request, 

except that the server should not return a message body 

in its response. 

• The server should return the same headers that it would

have returned to the corresponding GET request. 
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TRACE

• Designed for diagnostic purposes. 

• The server should return in the response body the exact

contents of the request message it received. 

• Can be used to detect the effect of any proxy servers

between the client and server that may manipulate the 

request. 
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OPTIONS 

• Asks the server to report the HTTP methods that are 

available for a particular resource. 

• The server typically returns a response containing an 

Allow header that lists the available methods. 
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PUT

• Attempts to upload the specified resource to the server

• Uploads the content contained in the body of the 

request. 

• If this method is enabled, you may be able to leverage it

to attack the application, such as by uploading an 

arbitrary script and executing it on the server. 
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Status codes

Code Meaning

1xx Informational

2xx Successful request

3xx Client redirected to other resources

4xx Errors of some kind happened

5xx Error while fulfilling the request
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1xx - Informational

• 100 Continue is sent in some circumstances when a 

client submits a request containing a body. 

– The response indicates that the request

headers were received and that the client 

should continue sending the body. 

– The server returns a second response when

the request has been completed.
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2xx – Successful request

• 200 OK indicates that the request was successful and 

that the response body contains the result of the request. 

• 201 Created is returned in response to a PUT request to 

indicate that the request was successful.
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3xx – the client is redirected

• 301 Moved Permanently redirects the browser permanently to a 
different URL, which is specified in the Location header. 

– The client should use the new URL in the future rather
than the original.

• 302 Found redirects the browser temporarily to a different URL, which
is specified in the Location header. 

– The client should revert to the original URL in subsequent
requests.

• 304 Not Modified instructs the browser to use its cached copy of the 
requested resource. 

– The server uses the If-Modified-Since and If-None-Match 
request headers to determine whether the client has the 
latest version of the resource.

179



4xx – the request contains an 

error
• 400 Bad Request indicates that the client submitted an 

invalid HTTP request.

• 401 Unauthorized indicates that the server requires HTTP 
authentication before the request will be granted. 

– The WWW-Authenticate header contains details
on the type(s) of authentication supported.

• 403 Forbidden indicates that no one is allowed to access the 
requested resource, regardless of authentication.

• 404 Not Found indicates that the requested resource does
not exist.
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4xx – the request contains an 

error
• 405 Method Not Allowed indicates that the method used in 

the request is not supported for the specified URL. 

– You may receive this status code if you attempt to 
use the PUT method where it is not supported. 

• 413 Request Entity Too Large: if you are probing for buffer 
overflow vulnerabilities in native code, and therefore are 
submitting long strings of data, this indicates that the body of 
your request is too large for the server to handle.

• 414 Request URI Too Long is similar to the 413 response. It
indicates that the URL used in the request is too large for the 
server to handle.
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5xx – server internal error

• 500 Internal Server Error indicates that the server 
encountered an error fulfilling the request. 

– This normally occurs when you have
submitted unexpected input that caused an 
unhandled error somewhere within the 
application’s processing.

• 503 Service Unavailable normally indicates that, 
although the web server itself is functioning and can 
respond to requests, the application accessed via the 
server is not responding. 
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Cookies (1)

• Wikipedia’s definition is quite significative:

– A cookie, also known as an HTTP cookie, web cookie, or 
browser cookie, is a small piece of data sent from a website and 
stored in a user's web browser while the user is browsing that
website. 

– Every time the user loads the website, the browser sends the 
cookie back to the server to notify the website of the user's
previous activity.

– Cookies were designed to be a reliable mechanism for websites
to remember stateful information (such as items in a shopping 
cart) or to record the user's browsing activity (including clicking
particular buttons, logging in, or recording which pages were
visited by the user as far back as months or years ago).
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Cookies (2)

• Cookies are the solution to the fact that HTML is a 

stateless language

• Cookies cannot spread virii, but can be used to attack an 

application’s security control mechanism.

• We have seen before cookies’ syntax:

Set-Cookie: variable=value
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Types of cookies

• Session cookie

• Persistent cookie

• Secure cookie

• HttpOnly cookie

• Third-party cookie

• Supercookie (out of scope)

• Zombie cookie (out of scope)
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Session cookie

• A user's session cookie (also known as an in-memory

cookie or transient cookie) for a website exists in 

temporary memory only while the user is reading and 

navigating the website. 

• When an expiry date or validity interval is not set at

cookie creation time, a session cookie is created. 

• Web browsers normally delete session cookies when the 

user closes the browser.
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Persistent cookie

• A persistent cookie outlasts user sessions. 

• If a persistent cookie has its Max-Age set to 1 year, then, 

during that year, the initial value set in that cookie would

be sent back to the server every time the user visited the 

server. 

• This could be used to record a vital piece of information 

such as how the user initially came to this website. For 

this reason, persistent cookies are also called tracking

cookies.
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Secure cookie

• A secure cookie has the secure attribute enabled and is

only used via HTTPS, ensuring that the cookie is always

encrypted when transmitting from client to server. 

• This makes the cookie less likely to be exposed to 

cookie theft via eavesdropping. In addition to that, all

cookies are subject to browser's same-origin policy.
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HttpOnly cookie

• The HttpOnly attribute is supported by most modern
browsers.

• On a supported browser, an HttpOnly session cookie will be 
used only when transmitting HTTP (or HTTPS) requests, thus
restricting access from other, non-HTTP APIs (such as
JavaScript). 

• This restriction mitigates but does not eliminate the threat of 
session cookie theft via cross-site scripting (XSS).

• This feature applies only to session-management cookies, 
and not other browser cookies.
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Third-party cookie

• First-party cookies are cookies that belong to the same
domain that is shown in the browser's address bar (or that
belong to the sub domain of the domain in the address bar). 

• Third-party cookies are cookies that belong to domains
different from the one shown in the address bar. 

• Web pages can feature content from third-party domains
(such as banner adverts), which opens up the potential for 
tracking the user's browsing history. 

• Privacy setting options in most modern browsers allow the 
blocking of third-party tracking cookies.
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Third-party cookie (2)

• As an example, suppose a user visits www.example1.com. 

• This web site contains an advert from ad.foxytracking.com, which, 
when downloaded, sets a cookie belonging to the advert's domain 
(ad.foxytracking.com). 

• Then, the user visits another website, www.example2.com, which
also contains an advert from ad.foxytracking.com, and which also
sets a cookie belonging to that domain (ad.foxytracking.com). 

• Eventually, both of these cookies will be sent to the advertiser when
loading their ads or visiting their website. 

• The advertiser can then use these cookies to build up a browsing
history of the user across all the websites that have ads from this
advertiser.
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Structure of a cookie

• Cookies normally consist of a name/value pair, but they

may consist of any string that does not contain a space. 

• Multiple cookies can be issued by using multiple Set-

Cookie headers in the server’s response. 

• These are submitted back to the server in the same

Cookie header, with a semicolon separating different

individual cookies.
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Optional cookies attributes (1)

• expires sets a date until which the cookie is valid. 

– This causes the browser to save the cookie to 
persistent storage, and it is reused in subsequent
browser sessions until the expiration date is
reached. 

– If this attribute is not set, the cookie is used only
in the current browser session. 

• domain specifies the domain for which the cookie is valid. 

– This must be the same or a parent of the domain 
from which the cookie is received. 
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Optional cookies attributes (2)

• path specifies the URL path for which the cookie is valid.

• secure: if this attribute is set, the cookie will be 

submitted only in HTTPS requests. 

• HttpOnly: if this attribute is set, the cookie cannot be 

directly accessed via client-side JavaScript. 
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Same-Origin Policy (1)

• The same-origin policy is a key mechanism implemented

within browsers that is designed to keep content that

came from different origins from interfering with each

other. 

• Basically, content received from one website is allowed

to read and modify other content received from the same

site but is not allowed to access content received from 

other sites.
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Same-Origin Policy (2)

• If the same-origin policy did not exist, and an unwitting user

browsed to a malicious website, script code running on that

site could access the data and functionality of any other

website also visited by the user. 

• This may enable the malicious site to perform funds transfers

from the user’s online bank, read his or her web mail, or 

capture credit card details when the user shops online. 

• For this reason, browsers implement restrictions to allow this

type of interaction only with content that has been received

from the same origin. 
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Same-Origin Policy – some key

features
• A page residing on one domain can cause an arbitrary

request to be made to another domain, but it cannot itself

process the data returned from that request. 

• A page residing on one domain can load a script from another

domain and execute this within its own context. This is

because scripts are assumed to contain code, rather than

data, so cross-domain access should not lead to disclosure of 

any sensitive information. 

• A page residing on one domain cannot read or modify the 

cookies or other DOM data belonging to another domain. 
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Hands on!

• The remaining part of this module is a hands on exercise.

• We will do, together, some web application hacking.

• Exercise: describe the methodology you adopt.

• Exercise: describe what is XSS

• Exercise: describe what is SQL Injection

• Exercise: how would you prevent those attacks?
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Encoding

• Web applications employ several different encoding

schemes for their data. 

• The HTTP protocol and the HTML language are 

historically text-based, and different encoding schemes

have been devised to ensure that these mechanisms

can safely handle unusual characters and binary data. 

• In many cases you may be able to manipulate the 

encoding schemes an application uses to cause 

behavior that its designers did not intend. 
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URL encoding

• URLs are permitted to contain only the printable characters in the 
US-ASCII character set

– ASCII code is in the range 0x20 to 0x7e 

• Several characters within this range are restricted because they
have special meaning within the URL scheme itself or within the 
HTTP protocol. 

• The URL-encoding scheme is used to encode any problematic
characters within the extended ASCII character set so that they can 
be safely transported over HTTP. 

• The URL-encoded form of any character is the % prefix followed by 
the character’s two-digit ASCII code expressed in hexadecimal. 
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URL encoding reference (1)
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space %20

! %21

" %22

# %23

$ %24

% %25

& %26

' %27

( %28

) %29

* %2A

+ %2B

, %2C

- %2D

. %2E

/ %2F

0 %30

1 %31

2 %32

3 %33

4 %34

5 %35

6 %36

7 %37

8 %38

9 %39

: %3A

; %3B

< %3C

= %3D

> %3E

? %3F

@ %40

A %41

B %42

C %43

D %44

E %45

F %46

G %47

H %48

I %49

J %4A

K %4B

L %4C

M %4D

N %4E

O %4F

P %50

Q %51

R %52

S %53

T %54

U %55

V %56

W %57

X %58

Y %59

Z %5A

[ %5B

\ %5C

] %5D

^ %5E

_ %5F

` %60

a %61

b %62

c %63

d %64

e %65

f %66

g %67

h %68

i %69

j %6A

k %6B

l %6C

m %6D

n %6E

o %6F

p %70

q %71

r %72

s %73

t %74

u %75

v %76

w %77

x %78

y %79

z %7A

{ %7B

| %7C

} %7D

~ %7E

%7F

` %80

• %81

‚ %82

ƒ %83

„ %84

… %85

† %86

‡ %87

ˆ %88



URL encoding reference (2)
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‰ %89

Š %8A

‹ %8B

Œ %8C

• %8D

Ž %8E

• %8F

• %90

‘ %91

’ %92

“ %93

” %94

• %95

– %96

— %97

˜ %98

™ %99

š %9A

› %9B

œ %9C

• %9D

ž %9E

Ÿ %9F

%A0

¡ %A1

¢ %A2

£ %A3

¤ %A4

¥ %A5

¦ %A6

§ %A7

¨ %A8

© %A9

ª %AA

« %AB

¬ %AC

%AD

® %AE

¯ %AF

° %B0

± %B1

² %B2

³ %B3

´ %B4

µ %B5

¶ %B6

· %B7

¸ %B8

¹ %B9

º %BA

» %BB

¼ %BC

½ %BD

¾ %BE

¿ %BF

À %C0

Á %C1

Â %C2

Ã %C3

Ä %C4

Å %C5

Æ %C6

Ç %C7

È %C8

É %C9

Ê %CA

Ë %CB

Ì %CC

Í %CD

Î %CE

Ï %CF

Ð %D0

Ñ %D1

Ò %D2

Ó %D3

Ô %D4

Õ %D5

Ö %D6

× %D7

Ø %D8

Ù %D9

Ú %DA

Û %DB

Ü %DC

Ý %DD

Þ %DE

ß %DF

à %E0

á %E1

â %E2

ã %E3

ä %E4

å %E5

æ %E6

ç %E7

è %E8

é %E9

ê %EA

ë %EB

ì %EC

í %ED

î %EE

ï %EF

ð %F0

ñ %F1



URL encoding reference (3)
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ò %F2

ó %F3

ô %F4

õ %F5

ö %F6

÷ %F7

ø %F8

ù %F9

ú %FA

û %FB

ü %FC

ý %FD

þ %FE

ÿ %FF



Note

When attacking web applications, you should URL-

encode any of the following characters when you insert

them as data into an HTTP request: 

space % ? & = ; + # 
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Unicode Encoding

• Unicode is a character encoding standard that is designed to 
support all of the world’s writing systems. 

• Unicode employs various encoding schemes, some of which
can be used to represent unusual characters in web 
applications. 

• 16-bit Unicode encoding works in a similar way to URL 
encoding. For transmission over HTTP, the 16-bit Unicode-
encoded form of a character is the %u prefix followed by the 
character’s Unicode code point expressed in hexadecimal.

• For the purpose of attacking web applications, Unicode
encoding is primarily of interest because it can sometimes be 
used to defeat input validation mechanisms.
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HTML Encoding

• HTML encoding is used to represent problematic

characters so that they can be safely incorporated into

an HTML document. 

• Various characters have special meaning as

metacharacters within HTML and are used to define a 

document’s structure rather than its content. 

• To use these characters safely as part of the document’s

content, it is necessary to HTML-encode them.
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Useful HTML encoded strings

• &quot; is " 

• &apos; is ' 

• &amp; is & 

• &lt; is < 

• &gt; is > 

• Any character can be HTML-encoded using its ASCII code in 
decimal form:

– &#34; is, again " 

• Any character can be HTML-encoded using its ASCII code in 
hexadecimal form (prefixed by an x): 

– &#x22; is ”
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Base64 Encoding (1)

• Base64 encoding allows any binary data to be safely

represented using only printable ASCII characters. 

• It is commonly used to encode e-mail attachments for 

safe transmission over SMTP. 

• It is also used to encode user credentials in basic HTTP 

authentication. 
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Base64 Encoding (2)

• Base64 encoding processes input data in blocks of three

bytes. 

• Each of these blocks is divided into four chunks of six

bits each. 

• Six bits of data allows for 64 different possible

permutations, so each chunk can be represented using a 

set of 64 characters.
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Base64 Encoding (3)

• Base64 encoding employs the following character set, 

which contains only printable ASCII characters: 

ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmno

pqrstuvwxyz0123456789+/ 

• If the final block of input data results in fewer than three

chunks of output data, the output is padded with one or 

two = characters. 
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Base 64 – example 1

211



Base 64 – character reference

212



Base 64 – example 2: padding
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Questions

• Is this encryption?

• Does this protect your applications?

• How would you violate such mechanisms?
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ICT Security course for UWV

Testing web applications

215



Questions

• Ok, wonderful. Lots of nice concepts, but

• So what?

• What should we use them for?
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Exercise

Figure out a way to test for a web application security

Hints:

• What would be the first steps you’d take?

• On what would you focus on?

• What can you detect with your current knowledge?
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Exercise

How does the web server impact on your web 

application security posture?
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Exercise

How would you test web server’s settings?
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Exercise

Putting it all together: a real case (with instructors)
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Exercise

Putting it all together: you do it!
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Exercise

Cross site scripting
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Exercise

SQL Injection
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End of Module 2



ICT Security course for UWV

Module 03: Web server insecurity
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SSD covered in this section

• SSD25 - Limiting display information

• SSD27 – Error handling (partial)

• SSD29 – Directory listing (partial)
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State of things

• To date, we have learnt how to attack the logic of a web 

application.

• This is, actually, a choiche, and it is not the only way we

have to attack a web application

• What about attacking the web server, for instance?
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Exercise

By now, you should already know what do we want to 

ask you:

WHAT IS THE FIRST STEP YOU WOULD TAKE TO 

ATTACK THE WEB SERVER?
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Some useful info’s

• Name and version of the server.

• Is an application server used in the backend? 

• Database backend, is the database on the same host.

• Usage of a reverse proxy. 

• Load balancing. 

• Programming language used. 
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The scenario
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Exercise

How would you detect what is running on this host?
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Does this tell you anything?
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But also…
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Even easier

234



SSD27

• Error handling
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Errors

• As previously slide shows, errors can also disclose

precious web server information.

• The example above is probably the easiest one you can 

find; nevertheless, it is important that error conditions are 

managed in the best possible way, to avoid information 

leakages.
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Managed error example
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NIKTO-ing the web server

- Nikto v2.1.2

---------------------------------------------------------------------------

+ Target IP:          172.16.63.138

+ Target Hostname:    172.16.63.138

+ Target Port:        80

+ Start Time:         2014-02-25 15:25:02

---------------------------------------------------------------------------

+ Server: Apache/2.2.16 (Debian)

+ Retrieved x-powered-by header: PHP/5.3.3-7+squeeze15

+ DEBUG HTTP verb may show server debugging information. See http://msdn.microsoft.com/en-

us/library/e8z01xdh%28VS.80%29.aspx for details.

+ OSVDB-12184: /index.php?=PHPB8B5F2A0-3C92-11d3-A3A9-4C7B08C10000: PHP reveals potentially sensitive 

information via certain HTTP requests which contain specific QUERY strings.

+ OSVDB-3268: /files/: Directory indexing found.

+ OSVDB-3092: /files/: This might be interesting...

+ OSVDB-3268: /img/: Directory indexing found.

+ OSVDB-3092: /img/: This may be interesting...

+ OSVDB-3268: /icons/: Directory indexing found.

+ OSVDB-3268: /icons/: Directory indexing found.

+ OSVDB-3233: /icons/README: Apache default file found.

+ 6416 items checked: 0 error(s) and 10 item(s) reported on remote host

+ End Time:           2014-02-25 15:25:09 (7 seconds)

---------------------------------------------------------------------------

+ 1 host(s) tested
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Even worse…
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SSD29

• Directory listing

240



Directory traversal and listing

• Wikipedia supplies a basic example of this kind of attack, 

shown in the next slides.

• The best way to understand how to prevent this kind of 

attack is actually by doing it, so we are going to discuss

it in a live example, after this explanation.
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Directory traversal and listing: 

the code
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Directory traversal and listing: 

the query
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Directory traversal and listing: 

the result
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Wappalyzer (1)
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Wappalyzer (2)
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ICON MEANING

jQuery

ASP .net framework

Windows server

… … didn’t find a nifty IIS icon 



Online services

• Just try this link:

– http://builtwith.com/uwv.nl
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Another example
metasploitable 2

248



Another example
metasploitable 2 aggressive, yet not verbose, scan!

root@kali1:~# nmap -sS -A 172.16.63.148

Starting Nmap 6.40 ( http://nmap.org ) at 2014-02-24 18:22 CET

Nmap scan report for 172.16.63.148

Host is up (0.00020s latency).

Not shown: 977 closed ports

PORT     STATE SERVICE     VERSION

21/tcp   open  ftp         vsftpd 2.3.4

|_ftp-anon: Anonymous FTP login allowed (FTP code 230)

22/tcp   open  ssh         OpenSSH 4.7p1 Debian 8ubuntu1 (protocol 2.0)

| ssh-hostkey: 1024 60:0f:cf:e1:c0:5f:6a:74:d6:90:24:fa:c4:d5:6c:cd (DSA)

|_2048 56:56:24:0f:21:1d:de:a7:2b:ae:61:b1:24:3d:e8:f3 (RSA)

23/tcp   open  telnet      Linux telnetd

25/tcp   open  smtp        Postfix smtpd

|_smtp-commands: metasploitable.localdomain, PIPELINING, SIZE 10240000, VRFY, ETRN, STARTTLS, 

ENHANCEDSTATUSCODES, 8BITMIME, DSN, 

| ssl-cert: Subject: commonName=ubuntu804-

base.localdomain/organizationName=OCOSA/stateOrProvinceName=There is no such thing outside 

US/countryName=XX

| Not valid before: 2010-03-17T14:07:45+00:00

|_Not valid after:  2010-04-16T13:07:45+00:00

|_ssl-date: 2014-02-24T17:22:44+00:00; -23s from local time.
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Another example
metasploitable 2 aggressive, yet not verbose, scan!

53/tcp   open  domain      ISC BIND 9.4.2

| dns-nsid: 

|_  bind.version: 9.4.2

80/tcp   open  http        Apache httpd 2.2.8 ((Ubuntu) DAV/2)

|_http-methods: No Allow or Public header in OPTIONS response (status code 200)

|_http-title: Metasploitable2 - Linux

111/tcp  open  rpcbind     2 (RPC #100000)

| rpcinfo: 

|   program version   port/proto  service

|   100000  2            111/tcp  rpcbind

|   100000  2            111/udp  rpcbind

|   100003  2,3,4       2049/tcp  nfs

|   100003  2,3,4       2049/udp  nfs

|   100005  1,2,3      39714/tcp  mountd

|   100005  1,2,3      56060/udp  mountd

|   100021  1,3,4      35839/udp  nlockmgr

|   100021  1,3,4      54403/tcp  nlockmgr

|   100024  1          46684/tcp  status

|_  100024  1          59335/udp  status

139/tcp  open  netbios-ssn Samba smbd 3.X (workgroup: WORKGROUP)

445/tcp  open  netbios-ssn Samba smbd 3.X (workgroup: WORKGROUP)

512/tcp  open  exec        netkit-rsh rexecd

513/tcp  open  login?

514/tcp  open  shell?

250



Another example
metasploitable 2 aggressive, yet not verbose, scan!

1099/tcp open  java-rmi    Java RMI Registry

1524/tcp open  shell       Metasploitable root shell

2049/tcp open  nfs         2-4 (RPC #100003)

| rpcinfo: 

|   program version   port/proto  service

|   100000  2            111/tcp  rpcbind

|   100000  2            111/udp  rpcbind

|   100003  2,3,4       2049/tcp  nfs

|   100003  2,3,4       2049/udp  nfs

|   100005  1,2,3      39714/tcp  mountd

|   100005  1,2,3      56060/udp  mountd

|   100021  1,3,4      35839/udp  nlockmgr

|   100021  1,3,4      54403/tcp  nlockmgr

|   100024  1          46684/tcp  status

|_  100024  1          59335/udp  status

2121/tcp open  ftp         ProFTPD 1.3.1

3306/tcp open  mysql       MySQL 5.0.51a-3ubuntu5

| mysql-info: Protocol: 10

| Version: 5.0.51a-3ubuntu5

| Thread ID: 8

| Some Capabilities: Connect with DB, Compress, SSL, Transactions, Secure Connection

| Status: Autocommit

|_Salt: -6dxMXT{.plN}MFZpDCd

5432/tcp open  postgresql  PostgreSQL DB 8.3.0 - 8.3.7
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Another example
metasploitable 2 aggressive, yet not verbose, scan!

5900/tcp open  vnc         VNC (protocol 3.3)

| vnc-info: 

|   Protocol version: 3.3

|   Security types:

|_    Unknown security type (33554432)

6000/tcp open  X11         (access denied)

6667/tcp open  irc         Unreal ircd

| irc-info: 

|   server: irc.Metasploitable.LAN

|   version: Unreal3.2.8.1. irc.Metasploitable.LAN 

|   servers: 1

|   users: 1

|   lservers: 0

|   lusers: 1

|   uptime: 0 days, 0:04:58

|   source host: 425CA799.AF5656A2.168799A3.IP

|_  source ident: nmap

8009/tcp open  ajp13       Apache Jserv (Protocol v1.3)

|_ajp-methods: Failed to get a valid response for the OPTION request

8180/tcp open  http        Apache Tomcat/Coyote JSP engine 1.1

|_http-favicon: Apache Tomcat

|_http-methods: No Allow or Public header in OPTIONS response (status code 200)

|_http-title: Apache Tomcat/5.5
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Another example
metasploitable 2 aggressive, yet not verbose, scan!

1 service unrecognized despite returning data. If you know the service/version, please submit the 

following fingerprint at http://www.insecure.org/cgi-bin/servicefp-submit.cgi :

SF-Port514-TCP:V=6.40%I=7%D=2/24%Time=530B7FEE%P=x86_64-unknown-linux-gnu%

SF:r(NULL,33,"\x01getnameinfo:\x20Temporary\x20failure\x20in\x20name\x20re

SF:solution\n");

MAC Address: 00:0C:29:D7:60:7B (VMware)

Device type: general purpose

Running: Linux 2.6.X

OS CPE: cpe:/o:linux:linux_kernel:2.6

OS details: Linux 2.6.9 - 2.6.33

Network Distance: 1 hop

Service Info: Hosts:  metasploitable.localdomain, localhost, irc.Metasploitable.LAN; OSs: Unix, Linux; 

CPE: cpe:/o:linux:linux_kernel

Host script results:

|_nbstat: NetBIOS name: METASPLOITABLE, NetBIOS user: <unknown>, NetBIOS MAC: <unknown>

| smb-os-discovery: 

|   OS: Unix (Samba 3.0.20-Debian)

|   NetBIOS computer name: 

|   Workgroup: WORKGROUP

|_  System time: 2014-02-24T12:22:43-05:00

TRACEROUTE

HOP RTT     ADDRESS

1   0.20 ms 172.16.63.148

OS and Service detection performed. Please report any incorrect results at http://nmap.org/submit/ .

Nmap done: 1 IP address (1 host up) scanned in 28.08 seconds
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Wrap up

• We have seen that web servers – or hosts, more in 

general – may disclose way more information that what

they are supposed to.

• This leads to the fact that also your infrastructure should

defend the information it contains

• How to do that, depend on the technologies that you

have in-house, and from several good practices.
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End of Module 3



ICT Security course for UWV

Module 05: Managing users and 

sessions

256



User management

• User management is the key aspect of managing

computer security

• Human beings are always the “weakest link” – such as

there are acronyms that, in a funny way, highlight the 

thing:
• PSBKAC: Problem Sits Between Keyboard And Chair

• L-Users – which in plain italian becomes UTENTE(user) vs. UTONTO(u-dumb!)

• Tim can explain us a lot about “social engineering”!
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Sessions

• Users interact with systems by the mean of sessions

• This is not strictly related to your desktop system, it is

the same for websites.

• We have already described the cookies and their

properties. In specific, we have discussed “session 

cookies”.

• What are they?
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How does a session begin?

• By now, you should already know the answer!

• A session begins when the user AUTHENTICATES to 

the system, and gets proper AUTHORIZATION from the 

system (e.g. – the grants!).
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Authentication, reprise

• In its simplest form, authentication happens after the 

user has supplied the system with their credentials, i.e., 

their username and password.

• How would you see the fact that two different users

share the same credentials – e.g., two different database 

administrators sharing the same (administrative) 

username and password to manage the same DB?
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Shared accounts

• The answer is not so positive.

• Exercise: name some issues related to shared

accounts
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Looking for a solution

• Given the previous consideration, how would you solve 

the shared accounts problem?
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SSD10

• Concurrent Session Control (standard only one session 

per user)
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Other observations on the 

credentials
• During the exercises, we have seen how to bruteforce a 

password

• What have we learnt?

– Mostly, “wrong” logins are errors that follow a pattern: few attempts, then an 
incident is raised to reset the password.

– But during the exercise we have seen exhaustive bruteforcing. Can you
figure out how many attempts were made?

– High number, and no reset-password incident records

– Once again, this observation is not related only to system access – it holds
true also for online services
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Exercise

How would you prevent bruteforcing?
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Bruteforcing

• Preventing bruteforcing is not easy, in general, but there

are some security controls that can be used for it

– Blocking accounts after too many failed attempts

• When not possible, prevent the use of automations (captcha, for 

instance)

• When not possible, slow down the frequency of automated attempts

– Use multifactor authentication, if that’s not overkilling
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SSD9

• Unsuccessful Login Attempts
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A specific case: desktop 

sessions
• Statistics claim than more than 70% of security incidents

come from inside the perimeter.

• It is not strange to see that; actually insiders have a 

clearer view on the infrastructure than externals; so 

attacks are easier for them.

• One of the things that would simplify the life of a 

malicious insider is not being prone to accountability; 

and one of the easiest way to accomplish such a state is

leveraging somebody else’s account.
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Locking the session

• With regards to the previous considerations, it is not

strange that all the information security policies, and the 

international norm ISO 27002, dictate that users should

lock their sessions whenever they are not using their pc.

• This also reflects in the so called “desktop lock setting” 

that hardened PCs have: after not using the machine for 

a predetermined amount of time (optimal ~3min.) the 

session automatically locks.
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Exercise

What are the benefits of implementing session locks?

Justify your answer.
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SSD12

• Session lock
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Session Authenticity (1)

• This aspect is often taken in good account in information 

security policies, since a session whose authenticity is

not granted, may lead to dangerous information 

leakages.

• We have already seen the attack named “man in the 

middle” in previous slides; this control aims to address

such attacks, but also ession hijacking or insertion of 

false information into a session.
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Session Authenticity (2)

• This control is defined in NIST SP800-53 as a procedure 
to verify the integrity and confidentiality of a 
communication at a session level, rather than a packet
level.

• Suggested implementations are tipically at a procedural
and at an architectural level; the quoted SP suggests to 
select between:

System and communications protection policy; procedures addressing
session authenticity; information system design documentation; 
information system configuration settings and associated
documentation; other relevant documents or records
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A technical view

• From a technical viewpoint, the importance is given to 

remove session IDs whenever the security context

changes (i.e. – an user logs out).

• This suggestion brings another problem, namely

identifying an algorithm to create random session IDs in 

order to defeat predictability.

• If the intruder is able to predict this Session ID number, 

then the authenticity of session is to be considered

compromised.
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SSD14

• Session Authenticity
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End of Module 5



ICT Security course for UWV

Module 04: Architectural aspects – a 

deeper view
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Preamble

• Architecture of a service:

– Hardware components

– Software components

– Processes built around those

• Discussing secure architectures requires a course on its

own.

– TOGAF

– SABSA

– …
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Other preliminary observations

• In this course you have already seen several

architectural concepts

• These can be seen as the building blocks for further

developments
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Placing public systems

• At the very beginning of this course, we have spoken

about multi-layer approach to system deployments.

– Exercise: explain in a few words what does it

mean to have a layered approach to architectures

– Exercise: name the benefits of such approach

• In this part, we are going to focus on few architectural

aspects, listed in next slide.
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SSD covered in this section

• SSD16 – placing internet systems

• SSD17 – management interface

• SSD11 – system use notification

• SSD28 – comments

• SSD30 – rearranging information to highlight security issues

• SSD31 – certification
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Exercise

What is a DMZ?
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Back to the DMZ concept

• When we spoke about DMZ, we said that all front end 
systems should stay there.

• But what do we mean by front end system?

– Web apps front ends (i.e. – web servers)

– VPN concentrators

– [can be] DNS

– [can be] MTA

– [can be] LDAP

– …

• Shortly, systems that need access from the outside.
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The basic DMZ architecture
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Implications

• Some hosts, that deliver service to the outside, hence

visible hosts, need to be available while granting their

security

• The key concept behind this one is the fact that those

hosts are so called “bastion hosts”, i.e., hardened to the 

maximum possible level, and accessible from the outside

only in a predetermined manner

• Exercise: how would you achieve such a thing?
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Putting services in a DMZ

• The DMZ is a logical segment of your network, separed
from the inside network and from the real world from 
traffic filtering devices such as firewalls.

• It is not unfrequent that in DMZ you find IPS appliances.

• This allows for greater control on what is there, and in a 
way, secures the communication from the Internet.

• Exercise: suppose you have to define the ACL of the 
firewall between the internal network and the DMZ. 
What kind of rules would you envision?
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SSD16 – placing internet 

systems

287



DMZ and multi tier application

• Using DMZ and multi tier approach to services

introduces also problems

• Exercise: can you name some problem related to 

this approach?
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Back to the three-layers

architecture
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Problems

• The previous slide contains an image that depicts the 
flow from the outside to the inside world.

• The idea is, by itself, good, and offers all the good
benefits we have discussed before BUT

• What if, for instance, we needed to manage the backend
database?

• Exercise: how would you allow the management of 
the backend db?
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The answer…

• Having a backend database, it is sufficient to manipulate

data thereby, with the usual interface (e.g. – SQL 

terminal)
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IS AS EASY AS WRONG!

WHY?



Management console

• All backend management operations should be 

performed through a management interface.

• This allows for full predictability and accountability.

• This example stands true for all platforms that can be 

directly managed
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SSD17 – management interface
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System warnings
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What is it for

• Overrated control

• It is what it is: a warning. It is supposed to tell users not

to do damage to the system.

• Legal implications (one cannot say “but I didn’t know it

was forbidden)

• No cohercitive aspect (thou shalt not hack, but if you do, 

I cannot forbid that)

295



SSD11 – system usage

notifications
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Comments in production

• Commenting code is a best practice that makes

developers producing a better code, more manageable

and, in general, clearer.

• But what if you would found in the source of an HTML 

page something like what you find below:
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<p>Now connecting to the DB.</p>

<!—if we reach here, then we are connected to the DB databasename on host

10.10.1.1-->

<p>blah blah blah.</p>



About comments in production

• Nothing inherently wrong with comments, obviously!

• The point is that in production, only comments that have

no direct leakage implications should be present; 

• This means that you may want to strip all the comments

from pages you publish.
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SSD28 – comments in prod
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Monitoring and logging

• Monitoring and logging are the first tools that can be 

used to answer the question “are we under attack?”

• Actually, every event on a computer system may

potentially create entries in logs; since every action

should be trackable

• Logging is also the first line of defense, when it comes to 

accountability
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Monitoring and logging

• Unfortunately, logs are often text files, hence their

integrity must be protected, if we want them to be of any

use.

• Logs go (or, better, should go) hand in hand with 

monitoring. 

• Monitoring should capture all events, in general, 

highlighting those that imply a gap with a baseline

301



Exercise

• Consider the following

– You established that the usage of your internal

network is – say – 10 Gb per hour. 

– All of a sudden you realize that this amount of 

traffic rises to 19 Gb per hour.

– You

– What may this mean?

• What did we implicitly do in this exercise?
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Monitoring – clipping levels

• A complex infrastructure may generate a high number of 

events per second

• Analysing each one of those is virtually impossible, even

with automation

• In general, the approach is establishing a baseline, then

monitoring the exceptions: those anomalies may imply a 

sort of attack, or an unclear condition deserving further

investigation.
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SSD30 – rearranging

information to highlight security 

issues

304



Certification

• Certification is a comprehensive evaluation of a process, 

system, product, event, or skill typically measured

against some existing norm or standard. 

• Testing laboratories may also certify that certain products

meet pre-established standards, or governmental

agencies may certify that a company is meeting existing

regulations.
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Accreditation

• Accreditation is the formal declaration by a neutral third party 
that the certification program is administered in a way that
meets the relevant norms or standards of certification
program (such as ISO/IEC 17024). 

• Many nations have established specific bodies. 

• In the United Kingdom, for example, an organization known
as United Kingdom Accreditation Service (UKAS) has been
established as the nation's official accreditation body. 

• Most European nations have similar organizations established
to provide accreditation services within their borders.
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Certification & Accreditation in 

Infosec
• Certification and Accreditation is a two-step process that ensures

security of information systems. 

• Certification is the process of evaluating, testing, and examining
security controls that have been pre-determined based on the data 
type in an information system. 

• The evaluation compares the current systems’ security posture with 
specific standards. 

• The certification process ensures that security weaknesses are 
identified and plans for mitigation strategies are in place. 

• On the other hand, accreditation is the process of accepting the 
residual risks associated with the continued operation of a system
and grating approval to operate for a specified period of time.

307



SSD31 – Certification and 

accreditation
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End of Module 4



ICT Security course for UWV

Final thoughts
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Wrap up

• What was this all about?

• What can you expect now from yourself?

• What would be your next steps?
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Remember…

• We are always available to back you up

• Google is your friend 
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Thank you!


